Data Protection Policy / Privacy Notice

Pupil Information



Model School Data Protection Policy

Our Lady of Victories Catholic Primary School collects and uses personal information about staff,
students, parents or carers and other individuals who come into contact with the school. This
information is gathered in order to enable it to provide education and other associated
functions. In addition, there may be a legal requirement to collect and use information to
ensure that the school complies with its statutory obligations.

Schools have a duty to be registered, as Data Controllers, with the Information Commissioner’s
Office (ICO) detailing the information held and its use. These details are then available on the
ICO’s website. Schools also have a duty to issue a Fair Processing Notice to all students/parents
or carers, this summarises the information held on students, why it is held and the other parties
to whom it may be passed on.

Purpose

This policy is intended to ensure that personal information is dealt with correctly and securely
and in accordance with the Data Protection Act 1998, and other related legislation. It will apply
to information regardless of the way it is collected, used, recorded, stored and destroyed, and
irrespective of whether it is held in paper files or electronically.

All staff involved with the collection, processing and disclosure of personal data will be aware of
their duties and responsibilities by adhering to these guidelines.

What is Personal Information?
Personal information or data is defined as data which relates to a living individual who can be
identified from that data, or other information held.

Why do we collect and use pupil information?
We collect and use pupil information under the Data Protection Act 1998 (DPA) and the General
Data Protection Regulation (GDPR) when this replaces the DPA.

General Data Protection Regulation (GDPR)
Under the GDPR Personal Data may be shared without a Data Subject’s consent where one of the
following lawful processing conditions set out in Article 6(1) is met:

* 6(1)(a) — Consent of the data subject

* 6(1)(b) — Processing is necessary for the performance of a contract with the data subject or
to take steps to enter into a contract

* 6(1)(c) — Processing is necessary for compliance with a legal obligation

* 6(1)(d) — Processing is necessary to protect the vital interests of a data subject or another
person

* 6(1)(e) — Processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller

The GDPR refers to sensitive personal data as special categories of data and the conditions for
special categories of data are set out in Article 9(2)

Conditions for special categories of data
* 9(2)(a) — Explicit consent of the data subject, unless reliance on consent is prohibited by EU
or Member State law



* 9(2)(b) — Processing is necessary for carrying out obligations under employment, social
security or social protection law, or a collective agreement

* 9(2)(c) — Processing is necessary to protect the vital interests of a data subject or another
individual where the data subject is physically or legally incapable of giving consent

* 9(2)(d) — Processing carried out by a not-for-profit body with a political, philosophical,
religious or trade union aim provided the processing relates only to members or former
members (or those who have regular contact with it in connection with those purposes) and
provided there is no disclosure to a third party without consent

* 9(2)(e) — Processing relates to personal data manifestly made public by the data subject

*  9(2)(f) — Processing is necessary for the establishment, exercise or defence of legal claims or
where courts are acting in their judicial capacity

* 9(2)(g) — Processing is necessary for reasons of substantial public interest on the basis of
Union or Member State law which is proportionate to the aim pursued and which contains
appropriate safeguards

* 9(2)(h) — Processing is necessary for the purposes of preventative or occupational medicine,
for assessing the working capacity of the employee, medical diagnosis, the provision of
health or social care or treatment or management of health or social care systems and
services on the basis of Union or Member State law or a contract with a health professional

* 9(2)(i) — Processing is necessary for reasons of public interest in the area of public health,
such as protecting against serious cross-border threats to health or ensuring high standards
of healthcare and of medicinal products or medical devices

* 9(2)(j) — Processing is necessary for archiving purposes in the public interest, or scientific and
historical research purposes or statistical purposes in accordance with Article 89(1)

The following provide justification of the legal gateways for sharing information between schools
and the local authority (LA) for the purposes set out below:

Education Act 1996 (2002 & 2011)

¢ Section 14 of the Education Act 1996 requires local authorities to provide sufficient schools
and equipment for pupils of all different ages, abilities and aptitudes and for the different
periods for which they may be expected to stay at school. Provision must include practical
instruction and training appropriate to the pupils’ different needs and must secure diversity
in the provision of schools and to increase opportunities for parental choice.

¢ Section 15 of the Education Act 1996 requires local authorities to provide the provision for
their area of education suitable to the requirements of persons over compulsory school age
who have not attained the age of 19.

School Standards & Framework Act 1998
¢ Section 5 of the School Standards & Framework Act 1998 requires local authorities to promote
high standards in primary and secondary education.

Education & Skills Act 2008
¢ Section 10 of the Education & Skills Act 2008 requires local authorities in England must ensure
that its functions are exercised so as to promote the effective participation in education or
training of persons belonging to its area.



Working together to safeguard children 2013
This statutory guidance sets out how inter-agency organisations and individuals should work
together to safeguard and promote the welfare of children.

General Statement

The school is committed to maintaining the above principles at all times. Therefore the school
will:

e Inform individuals why the information is being collected when it is collected

e Inform individuals when their information is shared, and why and with whom it was shared
* Check the quality and the accuracy of the information it holds

e Ensure that information is not retained for longer than is necessary

e Ensure that when obsolete information is destroyed that it is done so appropriately and
securely

e Ensure that clear and robust safeguards are in place to protect personal information from loss,
theft and unauthorised disclosure, irrespective of the format in which it is recorded

e Share information with others only when it is legally appropriate to do so

e Set out procedures to ensure compliance with the duty to respond to requests for access to
personal information, known as Subject Access Requests

e Ensure our staff are aware of and understand our policies and procedures

Complaints

Complaints will be dealt with in accordance with the school’s complaints policy. Complaints
relating to information handling may be referred to the Information Commissioner (the
statutory regulator).

Review
This policy will be reviewed as it is deemed appropriate, but no less frequently than every 2

years. The policy review will be undertaken by the Headteacher, or nominated representative.



Privacy Notice (How we use pupil information)

We use the pupil data:
e to support pupil learning
e to monitor and report on pupil progress
e to provide appropriate pastoral care
e to assess the quality of our services
e to comply with the law regarding data sharing

The categories of pupil information that we collect, hold and share include:

e Personal information (such as name, unique pupil number and address)

e Characteristics (such as ethnicity, language, nationality, country of birth and free school
meal eligibility)

e Attendance information (such as sessions attended, number of absences and absence
reasons)

o Assessment information

e Relevant medical information

e Special educational needs information

e Exclusions / behavioural information

e Children in Need

o Looked After Children

Collecting pupil information

Whilst the majority of pupil information you provide to us is mandatory, some of it is provided to us
on a voluntary basis. In order to comply with the General Data Protection Regulation, we will inform
you whether you are required to provide certain pupil information to us or if you have a choice in
this.

Storing pupil data
We hold pupil data for [settings need to include the length of time for which the personal data will
be stored]

Who do we share pupil information with?

We routinely share pupil information with:
e schools that the pupil’s attend after leaving us
e our local authority
e the Department for Education (DfE)
e other departments in our Multi Academy Trust
e School Nurse

Why we share pupil information
We do not share information about our pupils with anyone without consent unless the law and our
policies allow us to do so.

We share pupils’ data with the Department for Education (DfE) on a statutory basis. This data
sharing underpins school funding and educational attainment policy and monitoring.

We are required to share information about our pupils with our local authority (LA) under section 3
of The Education (Information About Individual Pupils) (England) Regulations 2013 and the



Department for Education (DfE) under regulation 5 of The Education (Information About Individual
Pupils) (England) Regulations 2013.

Data collection requirements:

To find out more about the data collection requirements placed on us by the Department for
Education (for example; via the school census) go to https://www.gov.uk/education/data-collection-
and-censuses-for-schools.

To find out more about the data collection requirements placed on us by our local authority (LA go
to https://bso.bradford.gov.uk/schools/CMSPage.aspx?mid=1717

The National Pupil Database (NPD)

The NPD is owned and managed by the Department for Education and contains information about
pupils in schools in England. It provides invaluable evidence on educational performance to inform
independent research, as well as studies commissioned by the Department. It is held in electronic
format for statistical purposes. This information is securely collected from a range of sources
including schools, local authorities and awarding bodies.

We are required by law, to provide information about our pupils to the DfE as part of statutory data
collections such as the school census and early years’ census. Some of this information is then stored
in the NPD. The law that allows this is the Education (Information About Individual Pupils) (England)
Regulations 2013.

To find out more about the pupil information we share with the department, for the purpose of data
collections, go to https://www.gov.uk/education/data-collection-and-censuses-for-schools.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-
pupil-database-user-guide-and-supporting-information.

The department may share information about our pupils from the NPD with third parties who
promote the education or well-being of children in England by:

e conducting research or analysis
e producing statistics
e providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is maintained
and there are stringent controls in place regarding access and use of the data. Decisions on whether
DfE releases data to third parties are subject to a strict approval process and based on a detailed
assessment of:

e who is requesting the data

e the purpose for which it is required

e the level and sensitivity of data requested: and

e the arrangements in place to store and handle the data
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To be granted access to pupil information, organisations must comply with strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data.

For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

For information about which organisations the department has provided pupil information, (and for
which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received

To contact DfE: https://www.gov.uk/contact-dfe
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Requesting access to your personal data

Under data protection legislation, parents and pupils have the right to request access to information
about them that we hold. To make a request for your personal information, or be given access to
your child’s educational record, contact:

Mrs Louise Phillips
School Business Manager
Guard House Road
Keighley

BD22 6JP

Tel: 01535 607149
Email: office@olv.bcwcat.couk

You also have the right to:
e object to processing of personal data that is likely to cause, or is causing, damage or distress
e prevent processing for the purpose of direct marketing
e object to decisions being taken by automated means
e in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and
e claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, you should raise
your concern with us in the first instance or directly to the Information Commissioner’s Office at
https://ico.org.uk/concerns/

Contact:
If you would like to discuss anything in this privacy notice, please contact:

Mrs Louise Phillips
School Business Manager
Guard House Road
Keighley

BD22 6JP

Tel: 01535 607149
Email: office@olv.bcwcat.couk
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